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1. 

On what basis and for what 

purpose do we collect data? 

This document provides information on the Oma Kymenlaakso service, 

which was launched for residents of Kymenlaakso on 14 January 2025. 

The Wellbeing Services County of Kymenlaakso offers clients, employees 

and partners a diverse digital service channel. The digital service channel 

allows clients to send messages and documents related to their need for 

services electronically (Act on the Provision of Digital Services 306/2019, 

Section 5). 

After verifying their identity using strong identification, a client may store 

their own data (forms and questionnaires), communicate with a social and 

health care professional, receive notifications related to services, and carry 

out various tasks. Click here for more information about the processing of 

client and patient data in healthcare and social welfare.  

The processing of personal data is based on the statutory obligation of 

the Wellbeing Services County of Kymenlaakso to collect and process 

personal data in order to provide services. 

Accepting the terms of use of the digital service channel is a prerequisite 

for using the service. Interaction between the wellbeing services county 

and individuals takes place in the following services, among others: 

 services defined by the organisation for processing appointment 

bookings 

 various questionnaires and forms for data collection purposes 

 chat services and remote and video appointments 

 applications and requests for data 

 self-care services, care pathways and service pathways. 

The digital service primarily involves management of personal data 

provided by the client. In some services, data may also be provided by a 

person acting on behalf of the individual concerned, if they are the child's 

guardian or have been given a Suomi.fi e-authorization to act on behalf of 

the party concerned. The person acting on behalf of the individual must 

be a resident of Kymenlaakso. A valid non-disclosure for personal safety 

reasons ('turvakielto') prevents interaction with and acting on behalf of 

others. 

The statistical data generated by the use of services may be used for the 

development of services, compilation of statistics, reporting, and 

collection of feedback. 

2. 

What types of data do we receive 

and collect? 

To register as a user of the service and whenever logging into the service, 

strong authentication, using Suomi.fi identification, is required. When 

verifying the user's identity, the Digital and Population Data Services 

https://kymenhva.fi/ajanvaraus-ja-asiointi/henkilotietojen-kasittely/rekisteroityjen-informointi/
https://kymenhva.fi/ajanvaraus-ja-asiointi/henkilotietojen-kasittely/rekisteroityjen-informointi/
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Agency's (DVV) population information system provides the user's 

personal identity code, name, address and municipality information on the 

basis of a licence granted to the Wellbeing Services County of 

Kymenlaakso. 

 

Necessary data related to the data subject's client relationship and 

interaction, including personal data, may be obtained not only from a 

separate client or patient data system, but also from the health and 

functional capacity data, messages, appointments and appointment 

cancellations carried out or managed by the client themselves. 

 

Consent to the use of the e-service. 

 

3. 

How long is the data stored? 

Messages are stored in the system for two years, after which they are 

automatically deleted. The Wellbeing Services County of Kymenlaakso has 

an archive and data management plan. The retention periods are 

determined on the basis of legislation, including but not limited to the 

Archives Act and the Act on the Processing of Client Data in Healthcare 

and Social Welfare. 

 

The social welfare and healthcare services' log data is stored for 12 years 

from its date of generation. The user may delete their account created for 

the purpose of communicating with the wellbeing services county by 

themselves, if the account does not have open interactions, such as open 

message discussions or digital paths. If necessary, the user may ask a 

professional with whom they are interacting in the service to close open 

discussions or digital pathways, or submit a written notification of the 

deletion of the account and return it to the Wellbeing Services County of 

Kymenlaakso's registry office. 

 

Logs in the Oma Kymenlaakso service platform are stored for five years. 

 

The healthcare and social welfare client data retention periods can be 

found here on this page on the processing of client data and patient data 

in healthcare and social welfare. 

 

4. 

What rights do you have as a data 

subject? 

The rights of a data subject, in other words your rights, are regulated by 

the EU General Data Protection Regulation (GDPR) and the Finnish Data 

Protection Act. 

 

The controller must be able to verify the identity of a person exercising 

their data protection rights. If the data subject cannot be identified, the 

data subject cannot exercise their rights. However, the data subject may 

provide additional data for identification purposes. The data subject has a 

right to: 

 receive information about the processing of personal data 

 gain access to their data 

 rectify data 

 restrict data processing 

 transmit data from one system to another 

https://kymenhva.fi/meilla-asiakkaana/henkilotietojen-kasittely/rekisteroityjen-informointi/
https://kymenhva.fi/meilla-asiakkaana/henkilotietojen-kasittely/rekisteroityjen-informointi/
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 not be subject to automated decision-making without a legal 

basis 

 file a complaint with the supervisory authority. 

 

If a data subject wishes to exercise their rights, they may contact us 

through kirjaamo@kymenhva.fi  

 

A data subject has the right to file a complaint with the supervisory 

authority (Office of the Data Protection Ombudsman) if the data subject 

considers that the EU Data Protection Regulation has been violated in the 

processing of personal data. 

 

Contact details of office of the Data Protection Ombudsman: 

Visiting address: Lintulahdenkuja 4, 00530 Helsinki 

Postal address: PO Box 800, FI-00531 Helsinki 

Tel: 029 56 66700 

Email: tietosuoja@om.fi 

Further details about your rights: 

https://tietosuoja.fi/en/rights-of-the-data-subject(link opens another 

service) 

 

5. 

Who receives your data? 

The healthcare and social services professionals of the Wellbeing Services 

County of Kymenlaakso use Oma Kymenlaakso to provide services to their 

clients. 

 

Furthermore, the providers of services purchased by the Wellbeing 

Services County of Kymenlaakso have contractual access to the data 

necessary for the implementation of their service. 

 

Technical administrators acting on behalf of the Wellbeing Services 

County of Kymenlaakso have limited rights to data in accordance with 

their duties. These operators include: 

 

 Beehealthy Oy: developer and technical administrator 

 2M-IT: wellbeing services county appointment booking, developer 

and technical administrator 

 KSTieto: technical administrator. 

 

The above-mentioned administrators may use subcontractors to provide 

services as agreed with the controller. 

 

6. 

Do we transfer data outside the EU 

or EEA countries? 

AWS (servers) are located in Frankfurt, Germany. 

 

As a rule, register data is not transferred outside the EU or EEA. Register 

data may be transferred outside the EU or EEA area only if the receiving 

country has been deemed by decision of the European Commission to 

ensure an adequate level of data protection or if the transfer is carried out 

by applying the appropriate safeguards mentioned in the General Data 

Protection Regulation (2016/679). For operators in the USA, the European 

mailto:kirjaamo@kymenhva.fi
https://tietosuoja.fi/rekisteroidyn-oikeudet
https://tietosuoja.fi/rekisteroidyn-oikeudet
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Commission's Adequacy Decision for the EU-US Data Privacy Framework 

(10 July 2023) applies. 

 

7. 

How do we protect personal data? 

Data collected from the user shall not be disclosed to third parties without 

a legal basis. The processing of personal data complies with current 

legislation and good data processing practices. Data shall not be disclosed 

for direct marketing. 

 

Access rights to the data are limited within Oma Kymenlaakso by user 

group. Use of the data requires logging in with a smart card/PIN. The use 

of the data is monitored in accordance with the data protection policy of 

the Wellbeing Services County of Kymenlaakso. All users have been 

trained and have committed to the usage and confidentiality agreement 

for information and information systems. 

 

The data security of the Oma Kymenlaakso e-service is organised in a 

generally acceptable and efficient manner. The data processed in the 

service is always transmitted using strong encryption. 

 

The system is classified as category A1 in Valvira's data systems 

categorisation. Additionally, our system provider has been audited and 

certified in accordance with the standard ISO 27001. 

 

8. 

Who can provide more 

information? 

E-services: easiointi@kymenhva.fi 

Data protection officer: tietosuoja@kymenhva.fi 


